
 
 
 
 
 
 
 
 
 
 
 

 
You don’t have to be a Columbus, Ohio 
eCommerce attorney to know that there are a 
number of ways in which you can both protect 
your eCommerce company and offer your 
customer more clarity and peace of mind. 
 
In this Part II, we’ll cover some of the core 
agreements and policies necessary for running 
a sound eCommerce business, including 
addressing your privacy policy, terms of use, 
approach to email marketing, COPPA, and 
shipping and return policies. 
 
Privacy Policy Requirements and 
Considerations 
Along with the terms of use, if there’s one 
piece of advice we can categorically give, 
resist the urge to copy and paste a generic 
template or some other site’s privacy policy. 
The best privacy policies are tailored to your 
specific business and take into account how 
you do or do not interact with your users and 
how you use and disclose their information. 

 
 
 
 
 
 
 
 
 
 
 

 
Although unlikely, one of the bigger dangers 
of using an insufficient privacy policy is the 
fact that you could be sued under your 
privacy policy, even if you inadvertently 
breach the terms of your privacy policy. It is 
imperative that the scope of your privacy 
policy is not too broad. For example, a 
narrowly tailored privacy policy arguably 
saved the video game company GameStop in 
the federal lawsuit, Carlsen v. GameStop, Inc. 
 
What Needs to be in your eCommerce 
Privacy Policy 
So what needs to be in your privacy policy? 
Consider the following: 
 
-Specifying the information you collect: List 
the types of information you collect from your 
users (think names, emails, zip codes) and 
consider specifying how different 
components may collect different data (for 
example, browser information, device 
information, IP addresses, location). 
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-Disclaiming certain types of information: If 
there is certain information that you 
categorically do not track, consider stating this 
(examples include ethnicity and religious 
beliefs). 
 
-State how you use information: The level of 
detail and scope you go into here can be 
critical. Standard uses include for site and 
services access, preventing unauthorized 
actions, marketing, and site and service 
improvement. 
 
-Social media integration: If your site uses 
Facebook, Instagram, Twitter, LinkedIn or 
other social media platforms, consider 
specifying your use (or non-use) of data 
associated with your users’ social media 
accounts. 
 
eCommerce Terms of Use (Terms and 
Conditions) 
As with a good privacy policy, your terms of 
use should be written based on the structure 
and use of your site. What goes in your terms 
of use (or terms and conditions) will largely 
depend on a number of factors including the 
content of your site, the features of your site, 
how users will access your site, and what 
information your users will give to your site. 
Above all else, remember that the terms of use 
is to protect your business and the use of your 
site. 
 
Sample eCommerce Terms and Conditions 
So what needs to be in your terms and 
conditions? Consider the following high-level 
sections: 
 

-Intellectual property: You need to be clear 
that all of your intellectual property (not just 
trademarks but all trade dress) and all of your 
site content is owned by you. You may also 
need to specify that no one can use your site 
content (think user interfaces, graphic layout) 
or your trademarks, logos, or slogans without 
your written permission. 
 
-User content: If your eCommerce website 
makes use of user content such as pictures, 
reviews, or other materials, it is generally a 
good idea to stipulate that such content does 
remain property of the user, but that the user 
grants your site a license to use the user 
content. 
 

 
 
Further, you may want to limit the type of 
language or content that users can post to your 
site. Take reviews, for example. Here, you 
probably want to limit obscene language or 
the ability of users to post links in the reviews 
(say, perhaps, to a competitor’s products). 
 
-Limitations of Liability: You can never spend 
too much time with the provisions that limit 
your exposure to risk and liability. Here, you 
want to disclaim specific warranties and 
disclaim any kind of liability related to the use 



 
of your site for issues such as interruption of 
services or removal of the user content or data. 
Further, strongly consider a good provision 
that places a cap on your monetary liability. 
Don’t forget the magic words of providing 
your site “as is.” 
 
-Interference: Entire businesses are built 
around scraping the internet. A good non-
interference provision states that spiders and 
other programs are not permitted to access 
your site. 
 
-Returns: Depending on the structure of your 
site, you may have a stand-alone return policy, 
but you may want to integrate how you 
handle returns into your terms and conditions. 
 
eCommerce Marketing, Advertising, Email 
Blasts, and Spam 
If you’re involved in the marketing or 
advertising of your eCommerce business, 
you’ve probably given some thought to 
maintaining contact with your customers and 
sending email blasts to update your customers 
on sales and new products. 
 
Depending on the applicable jurisdiction of 
your customers, you may need to be familiar 
with the laws and regulations of multiple 
countries. Email requirements can differ 
greatly: 
 
-U.S. regulations feature an opt-out 
requirement but do not have an opt-in 
requirement. Email marketing messages must 
have an opt-out option that allows the user to 
notify you that the user no longer wants to 
receive said emails. You must, within 10 days, 
honor an opt-out request. Failure to adhere to 

U.S. regulations can result in hefty fines, 
including up to $16,000 per violation. 
 
-Comparatively, Canada has a different 
approach. Canadian regulations have an opt-
in requirement – your company must first 
obtain the consent of the recipient before 
sending a message. Canada also has opt-out 
requirements, and an opt-out request must be 
honored within 10 days as well. 
 
 -The European Union also has an opt-in 
requirement. You must secure permission 
from the recipient before the commercial 
email is sent. 
 
eCommerce and the Children’s Online 
Privacy Protection Act 
eCommerce companies need to be aware of 
COPPA, the Children’s Online Privacy 
Protection Act. As illustrated in Silicon Valley, 
inadvertently running afoul of COPPA could 
cost your business thousands of dollars.  
 
Think of COPPA as regulating internet 
activity for users under the age of 13. What 
you should know: 
 
-Think COPPA doesn’t apply to you? Even if 
you’re not deliberately marketing toward the 
under 13 crowd, COPPA applies to any 
business that runs a commercial website that 
children use. 
 
-Consider a stipulation that only users who 
are age 13 or older (or another age) are 
permitted to use your site. If children under 13 
are using your site, you’ll need to get the 
consent of a parent or guardian. COPPA does 



 
not specify that you must use particular 
methods to get such consent. 
 
-If your website is targeted for children, you 
must have clear privacy policy provisions that 
touch on a number of requirements, including 
disclosing how a child’s personal information 
is collected and maintaining a system for 
protecting the confidentiality of a child’s 
personal information. 
 

 
 
eCommerce Return Policies 
Returns are an inevitable part of running an 
eCommerce business. From wrong sizes to 
wrong products, your customers can probably 
offer no shortage of reasons for a return. A 
well-drafted and clear return policy can save 
you both money and headaches. Consider the 
following issues when writing your return 
policy: 
 
-What is your timetable for returns? 30 days? 
60 days? Do you have different deadlines for 
different types of products? 
 
-Who pays for the shipping for the return? 
You or the customer? 
 

-Do you want to specify the type of shipping 
for the return? I.e. FedEx, UPS, or USPS? 
 
-Where do the returns get sent to? Do you 
have a separate facility or mailing address for 
returns? If you’re dropshipping, do returns 
get sent back to your wholesaler or supplier? 
 
-Are there products or categories of products 
that you flatly will not accept returns for? If so, 
this needs to be abundantly clear. 
 
-Depending on the type of product, will you 
charge a restocking fee? 
 
-Will you specify a time period for when 
customers can expect a refund? 
 
-Do you have restrictions on returning 
original packaging? 
 
-How will you handle a return if accessories or 
parts are missing? 
 
-Does your return policy change for seasonal 
and holiday products? 
 
Finally, don’t gloss over legal compliance with 
your return policies. While there are no 
federal laws for return policies, some states 
have their own laws. For example, Ohio 
requires return policies to be clearly and 
conspicuously posted, and Ohio law does not 
prohibit restocking fees. 
 
eCommerce Shipping Policies 
A good shipping policy can greatly aid in 
building your business and customer base. 
Concepts to consider in putting together your 
shipping policy include: 



 
 
-Fees: Do you want to specify how shipping 
costs are calculated? Do you charge flat fees? 
Are fees based on weight? On volume? On 
distance? Do you charge more for expedited 
delivery? 
 
-Timetables: Would you consider specifying 
the amount of days necessary for shipping, or 
a range? 
 
-Means of shipping: How do you ship? 
Ground mail? Air mail? Helicopter mail? (Yes, 
it’s real.) Overnight? FedEx? UPS? USPS? 
 
-If you offer subscription-based services, 
consider specifying when monthly or weekly 
shipments are sent. 
 
-Where do you and where do you not ship? Do 
you ship exclusively in the U.S.? If so, does 
that include Alaska, Hawaii, and U.S. 
territories? Do you ship to military bases? Do 
you do P.O boxes? If you ship internationally, 
are there areas where you will not ship? 
 
-Custom products and services: We live in the 
age of Amazon Prime. Most of us are 
conditioned to think anything can arrive in 2 
days. With custom services, you may want to 
consider going into detail, in order to convey 
why it takes longer to ship a product. For 
example, perhaps it takes your staff 2-3 
business days to review the order, another 4-5 
days to produce the order, and another 2-3 
days to ship. It may be beneficial to explain 
this process to the customer, as opposed to just 
stating that shipping can take up to 11 days. 
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